CYBER SECURITY

WHAT THE
INDUSTRY
THINKS

WHAT WE'VE
SEEN

Only 7% feel they face a threat
from nation-states or sponsored

attackers, and only 3490 feel
the threat is ‘advanced'.

66%0 of industrial sectors
face either a high or medium
capability threat, typically
associated with nation-states
or sponsored attackers.
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The Threat is Worse Than it Seems
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Highly advanced threats
can be bought. Access to
cybercrime infrastructure is
available by subscription.
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Direct access to

control systems can

be purchased from
cybercrime organizations.

(Source: Intel Security)

The Threat is Real
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28% of exploits from a recent 58% of exploits provided Once in the ICS,

campaign used exploits known remote access & visibility malware can morph into
to be used in targeted attacks to criminal subscribers. highly targeted attacks
against industrial systems.

(Source: Intel Security)
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